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1574 Siesta Dr

Los Altos CA 94024 grosse@gmail.com
Google

VP - Security € Privacy Engineering Aug 2011—Mar 2017
Engineering Director Apr 2007—Aug 2011

Google Security Team of approximately seven hundred engineers, responsible for pro-
tecting the security of users, customers, staff, and systems.

Bell Laboratories, Murray Hill NJ

CTO, CloudControl Sep 2005—Apr 2007
Bell Labs Fellow May 2005
Director, Secure Networking Research May 1997—Sep 2005
Department Head, Scientific Computing Research May 1996—Apr 1997
Distinguished Member of Technical Staff September 1993—present
Member of Technical Staff summer 1978, November 1980—August 1993

Wide variety of topics in scientific computing and secure networking; see next page.

Stanford Linear Accelerator Center, Palo Alto CA
Numerical Analysis Consultant summer 1977
Numerical Analysis Program Library.

General Motors Research Labs, Warren MI
Research Mathematician summer 1976
Algorithms for paint spray robot and sheet metal bending.

Argonne National Labs, Argonne IL
Summer Research Participant summer 1975
Helped test Linpack as it was being completed.

Structural Dynamics Research Corp., Cincinnati OH
part-time, after school January—August 1971
Ported a collection of engineering codes.

Stanford University 1975—1980
My Computer Science Ph.D. under Gene Golub presented a method for fitting spectral
data from protein crystallography using tensor product splines and then used a special-
ized optimization technique on that representation to efficiently and accurately locate
the thousands of local maxima of biochemical interest. Also, I proved a surprising result
on the stability of the normal equations for least squares tensor splines. NSF Graduate
Fellowship, research and teaching assistantships.

Michigan State University 1971—1975
B.S. Mathematics, Alumni Distinguished Scholar, National Merit Scholar, Honors Col-
lege, Phi Beta Kappa, Pi Mu Epsilon.

Have served on the editorial boards of: ACM Trans. Math. Software, IEEE Computa-
tional Science & Engineering, Netlib/NHSE, Numerical Algorithms, SIAM Journal on
Scientific Computing, STAM News, STAM Software Environments and Tools. Co-chair,
STAM Electronic Publishing. STAM Board of Trustees and Council. U.S. citizen. Active
clearance.



Research Program

Information security has been my main interest for the past couple decades. At
Google T worked with a group I consider among the best in the world at fighting off
actual and potential threats to our users’ data. Some of the team’s work is published in
conferences or open source; some is kept confidential as needed by security operations.
We refused to accept the status quo of crime and espionage and helped move industry
best practices from a “fire code” model of checklists to a “red team” model of testing
against adversaries, focusing on defense, detection, and response: FIDO U2F Security
Key authentication, whitelisting of active content, driven by malware reverse engineer-
ing, pervasive crypto (SSL with Certificate Transparency; e2email and Upspin), robust
apps by design, looking through logs for bad actors.

Previously at Bell Labs I was creator and technical lead on Alcatel-Lucent’s (cancelled)
security product, CloudControl, which throttled trash traffic by analyzing at the en-
terprise but enforcing in the service provider cloud. Before that, I was part of the
redesign of the Plan 9 operating system security model, using encrypted key exchange
to bootstrap an agent-based authentication mechanism, which won a Best Paper award
at USENIX Security 2002. I held responsibility for the Bell Labs security strategy for
VoIP and IMS. Earlier, I supervised the group creating Lucent’s firewall product and
contributed the security part of a novel VPN system, Viaduct, still the most popular
telecommuting access for Bell Labs researchers. More broadly, I am working toward a
world whose network infrastructure will be more secure and self-diagnosing.

Network services may seem recent, but in the early eighties our “netlib” collection of
mathematical software quickly became a dominant source of numerical algorithms for
the computing world, and the systems and security issues involved in scaling that up
were intriguing. The experience also contributed to SIAM’s move to electronic journal
publication and to corporate web services, for example an intensive weekend in which
we built AT&T’s 800 number directory. At the same time, heavy numerical calcula-
tions were moved onto the network at Bell Labs for domain decomposition methods for
differential equation solution and for web-based optimization through AMPL.

Algorithms for approximation and visualization, especially ones driven by prob-
lems from semiconductor design and fabrication, were the main theme of my first years
at Bell Labs.

Powerful tools like splines enabled rapid addition of new transistor designs into cir-
cuit simulators that had previously used ad hoc, labor intensive semi-analytic models.
Technically, this was a challenge because of the multiple variables, the need to preserve
monotonicity, and the continuity and performance requirements. In combination with
numerical optimization, some of these spline techniques allow unique nondestructive
measurement of heterostructure lasers.

For 2D and 3D semiconductor device partial differential equations, interpretation of
the voluminous output is almost as challenging and computationally expensive as the
simulations themselves. RenderMan animations of field variables and aural rendering of
scalar variables helped us understand and convey issues with CMOS latchup and other
phenomena of engineering importance.

My other multivariate approximation innovations include: isosurface-aligned grids, crit-
ical to more accurate silicon energy band models for Boltzman transport; multivariate
generalization of the lowess moving least squares algorithm, widely used in the statistical
community for smoothing scattered data; first proof of non-obtuse, no-small-angle tri-
angulation of polygons, a result that launched a flurry of additional work on the outside
leading to some of today’s best grid generators.

Throughout my career, I've been known locally and in the world community as some-
one on the lookout for creative approaches to real-life problems, implemented in solid,
reusable software, and comfortable leading teams of able, independent-minded researchers
to make good things happen.
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Tony F. Chan, William M. Coughran, Jr., Eric H. Grosse, and Michael T. Heath.
A numerical library and its support. ACM Trans. Math. Software, 6(2):135-145,
June 1980.
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J. D. Ward, editors, Approximation Theory V, pages 363-366 (of xviii + 654), New
York, NY, USA, 1986. Academic Press.

P. E. Bjgrstad and E. H. Grosse. Conformal mapping of circular arc polygons.
SIAM J. Sci. Stat. Comput., 8:19-32, 1987.

Bruno Bosacchi, Robert C. Oehrle, and Eric Grosse. Nondestructive characteriza-
tion of multilayer structures by resonant attenuated total reflection spectroscopy.
Applied Physics Letters, 51:158-160, 1987.

W. M. Coughran, Jr., Eric Grosse, and Donald J. Rose. Aspects of computational
circuit analysis. In W. Fichtner and M. Morf, editors, VLSI CAD Tools and Ap-
plications, pages 105-127 (of x + 552), Dordrecht, The Netherlands, 1987. Kluwer
Academic Press.
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from device simulations by gradient fitting. IEEE Trans. on Computer-Aided De-
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Eric Grosse. LOESS: Multivariate smoothing by moving least squares. In C. K.
Chui, L. L. Schumaker, and J. D. Ward, editors, Approximation Theory VI, pages
299-302, New York, NY, USA, 1989. Academic Press.

W. M. Coughran, Jr. and Eric Grosse. Techniques for scientific animation. SPIE
Proceedings, 1259:72-79, 1990.
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SPIE Proceedings, 1259-V:22:00-35:28, 1990.

Eric Grosse. A catalogue of algorithms for approximation. In J. Mason and M. Cox,
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land, 1990. Chapman and Hall.
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In Interface’91 Proceedings, pages 224-228, Berlin, Heidelberg, New York, Tokyo,
1991. Springer-Verlag.
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ings, pages 292-296 (of xi + 437), 1109 Spring Street, Suite 300, Silver Spring,
MD 20910, USA, 1991. IEEE.
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cations in current-voltage characteristics of semiconductor devices. In Workshop
on Numerical Modeling of Processes and Devices for Integrated Circuits: NUPAD
1V. Technical Digest, pages 149-153, 1109 Spring Street, Suite 300, Silver Spring,
MD 20910, USA, 1992. IEEE.
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knots. Math. Comp., 63(207):175-194, 1994.
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sition applied to coupled transport equations. In David E. Keys and Jinchao Xu,
editors, Domain Decomposition Methods in Scientific and Engineering Computing,
pages 369-380, Providence, RI, USA, 1995. American Mathematical Society.

Shirley Browne, Jack Dongarra, Stan Green, Keith Moore, Theresa Pepin, Tom
Rowan, Reed Wade, and Eric Grosse. Location-independent naming for virtual dis-
tributed software repositories. In Symposium on Software Reusability, New York,
NY 10036, USA, April 1995. ACM Press. Seattle, Washington.

Ronald Boisvert, Shirley Browne, and Jack Dongarra. Digital software and data
repositories for support of scientific computing. In Digital Libraries Forum, Berlin,
Heidelberg, New York, Tokyo, May 1995. Springer-Verlag. McLean, Virginia.

Eric Grosse. Repository mirroring. ACM Trans. Math. Software, 21(1):89-97,
March 1995.

David M. Gay and Eric Grosse. Self-adapting Fortran 77 machine constants: Com-
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Cliff Young, Y. N. Lakshman, Tom Szymanski, John Reppy, David Presotto, Rob
Pike, Girija Narlikar, Sape Mullender, and Eric Grosse. Protium, and infrastruc-
ture for partitioned applications. In Fighth IEEE Workshop on Hot Topics in Op-
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Russ Cox, Eric Grosse, Rob Pike, David Presotto, and Sean Quinlan. Security
in Plan 9. In Proceedings of the 11th USENIX Security Symposium, August 5—
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Eric Grosse and Y. N. Lakshman. Network processors applied to IPv4/IPv6 tran-
sition. IEEE Networks 17(4):35-39, July 2003.

Erik Anderlind et al. IMS Security. Bell Labs Technical Journal 11(1):37-58, 2006.
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